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Henw3s oTpuiiate Toro ¢akra, 9To HHGOPMAIMOHHO-TEICKOMMYHHUKAITMOHHAS CETh
«HTEpHET» BCE TECHEE MPOHUKAET B HANly C BaMu JKU3Hb. J[JI1 ONHMX OH cTal
WMCTOYHMKOM 3HAaHWW, JUIsl APYTHX HMCHOJb3YyeTCsS B pabOTe, KTO-TO HAWIEN C MOMOUIBIO
NutepHeta apy3eil, a KTO-TO Jake CMOT HaJdaJUTh CBOIO JUYHYIO >KU3Hb. BONBIIMHCTBY
U3 HAc JOCTATOYHO CJIOKHO MPEICTAaBUTh JIeHb 0€3 OHJIailH-OOLIEHUs C JApY3bIMH,
MIPOCMOTPA CBEKUX HOBOCTEN MJIU HOBBIX POJIMKOB.

Pazeutne B Poccuiickonn @Penepauru, KaKk U BO BCEM MHUPE, JJIEKTPOHHBIX
TEXHOJIOTMM U TENEKOMMYHHUKAIIMOHHBIX CETEH, BceoOIIas MOCTYMHOCTh B INIOOATbHOU
KOMITbIOTEPHOU ceT HTepHET pa3inuHbIX HHPOPMAITMOHHBIX PECYPCOB CIIOCOOCTBOBAJIO
MOSIBJICHUIO MPUHITMIIMAIFHO HOBOTO BHJIa HAPYIIEHUS 3aKOHA — KHOEPIPECTYTHOCTH.

KubeprnpecTymHOCTh — He3aKOHHBIE IEUCTBUS, KOTOPHIE OCYIIECTBISIOTCS JIOJbMH,
UCTIOJIB3YIOIIMMU UH(OPMAITMOHHBIE TEXHOJIOTUH ISl PECTYIHBIX IEIEH.

[IpakTka mMOCIEIHUX JIET CBUACTEIBCTBYET 00 YBEIMYEHUM 4YHCIA TaKUX
MIPECTYIUIEHUN.

HaubGonee pacnpocTpaHEHHBIMM TNPECTYIUICHUSIMU B cepe KOMIBIOTEPHOM
nHpopMaIuu SBISIOTCA OJOKHPOBAHUE CAWTOB M JIOKAIBHBIX KOMIIBIOTEPHBIX CETEH,
HE3aKOHHOE KOMHMPOBaHUE UH(OPMAIUH.

OTBETCTBEHHOCTh 32 COBEPIIECHUE KOMIBIOTEPHBIX MPECTYIICHUM MPEayCMOTpeHa
raBoil 28 VYronoBHoro kojekca P®, wumenyemont «llpectymienus B cdepe
KOMITbIOTEPHOU MH(popManuu». JlaHHas TJiaBa CONEPKHUT TPHU COCTaBa MPECTYIUICHUN —
CT. 272 (HempaBOMEPHBIM JTOCTYN K KOMITbIOTEpHOW uMH(Opmaruu), cT. 273 (cozmanue,
WCIIOJIb30BAaHUE U PACIPOCTPAHEHUE BPEIOHOCHBIX KOMITBIOTEPHBIX MpPOTpaMm), cT. 274
(HapylieHWe TpaBUJ OKCIUTyaTalldd CPEJCTB XpaHEHUs, oO0pabOTKU WM Tepeaadu
KOMITbIOTEPHOU MH(pOpMaIuu 1 MHGOPMAIIMOHHO-TEIEKOMMYHUKAIIUOHHBIX CETEM ).

HenpaBuibHOE MOBEACHUE B MHTEPHETE MOXKET MPUHECTH BPEJ HE TOJIbKO Bam, HO
TaKxke Baimmm poHbIM U OJTM3KUM.



Yto Takoe MEPCOHAJIBbHBLIC TAaHHBLIC U MOYEMY OHH TaK BAJKHBI?

Cornacno @enepanbHoMy 3aK0oHY Ne 152-D3 «O nepcoHanbHBIX JAHHBIX):

Ilepconanvnvie Oannvie — n106as ungopmayus, OMHOCAWAACA K NPAMO UIU
KOCBEHHO  ONpeOeNieHHOMY UMU — onpedensieMomy  @uaudeckomy auyy (cyovekmy
NepCoOHANbHbIX OAHHDIX).

T.e. mepcoHanbHBIE NaHHBIE — 3TO WH(OpPMAIH O KOHKPETHOM YE€JIOBEKE. DTO Te
JTaHHBIC, KOTOPBIC MO3BOJISAIOT HAM y3HATh YEJIOBEKAa B TOJINE, UACHTHU(PHUIIMPOBATH WU
OMPENEIUTh KaK KOHKPETHYIO JIMYHOCTh. TakuX MACHTU(UUIUPYIOMINX JaHHBIX OTPOMHOE
MHOECTBO, K HHUM OTHOCATCA: (pamMuiusi, UMs, OTYECTBO, JaTa POKIACHHUS, MECTO
POXKJIEHUS, MECTO JKUTENbCTBA, HOMep TenedoHa, aApec DIEKTPOHHOM TMOYTHI,
dboTorpadusi, BO3pacT u mp.

[lepcoHanbHbIe JaHHBIE HE CTOUT MyTaTh C JIMYHBIMU JaHHBIMU. JIMUHbBIE JTaHHbBIE —
ATO BOOOIIE COBOKYITHOCTh BCEX JaHHBIX O mojb3oBarene B Cetu. Hampumep, naHHbie o
reO0JIOKaIlMK, CTATUCTUKA M0 HamOoJiee MocelaeMbiM HHTEPHET-CTpanuiiaM, Gororpaduu
U T.JI.

KoMy Hy’KHBI Ballli ePCOHAIbHbIE JaHHbIe?

80% mpecTyIMHUKOB O€pyT UH(POPMAIIUIO B COIICETSIX.

JInunas nHGOpMALIHS UCTIONB3YETCS JUISl KpaXkul mapoJiei.

Jlnuras wHOpMAIUS WCIIONB3YETCS JUIsl COBEPIICHUS TaKWX TMPECTYIICHUH, Kak
IIIaHTaX, BEIMOTATEIIbCTBO, OCKOPOJICHNE, KIIEBETa, KUAHETIITUHT, XUIIICHHE.

OnepaTopsl W WHBIC JUIA, TOJYYHMBIINE JOCTYN K TEPCOHAIBHBIM JTaHHBIM,
00s13aHBI HE PACKPBIBATh TPETHUM JIMIIAM U HE PACIPOCTPAHATH MEPCOHAIILHBIC JTaHHBIC
0e3 cormacusi CyObeKTa TMEPCOHANBHBIX JaHHBIX, €CIM HMHOE HE MPEIYCMOTPEHO
(dhenepaabHBIM 3aKOHOM.

CyObeKT mepCcOHANIbHBIX JAHHBIX MPUHUMAET PEIICHHE O TMPEJOCTABICHUH €0
MEPCOHANILHBIX JAHHBIX U JIa€T COrjacue Ha X o0paboTKy CBOOOJHO, CBOECH BOJICH U B
CBOEM HMHTEpEce.

O06paboTKa MEePCOHANBHBIX JAHHBIX JOIMYCKACTCS B CIEIYIONIUX CIydasX:

1) oOpaboTka MEpPCOHANBHBIX JAHHBIX OCYIIECTBISACTCS C COTJacusi CyOBeKTa
MEPCOHANIBHBIX JJAHHBIX Ha 00pa0O0TKyY €ro MepCOHAIBHBIX IAHHBIX;

2) 00paboTka TEepPCOHAIBHBIX JaHHBIX HEOOXOaUMa IS JOCTHDKCHHUS IICiCH,
NPEAYCMOTPEHHBIX MEXKIYHAPOIAHBIM HOTOBOpOM Poccuiickoi denepannu Wik 3aKOHOM,
JUTSL OCYIIECTBJICHUS W BBINOJHEHUS BO3JI0KCHHBIX 3aKOHOJATEIBCTBOM Poccuiickoin
®denepanuu Ha oneparopa PyHKIUH, TOJTHOMOYUN U 00SI3aHHOCTE;

5) o0OpaboTKa MEPCOHANBHBIX JAHHBIX HEOOXOaMMa ISl MCIOJHEHUs JO0TOBOpa,
CTOPOHOM KOTOPOTO JHOO BBITOJONPHOOPETATEIIEM WM TIOPYYHUTETIEM 110 KOTOPOMY
SABJISICTCS CyOBEKT IEPCOHANBHBIX JAHHBIX, a TaKXe I 3aKIIOUCHHUS JIOTOBOpa IO
WHUIIAATUBE CYOBEKTa MEPCOHAIBHBIX TAHHBIX WJIU JOTOBOPA, MO KOTOPOMY CYOBEKT
MIEPCOHANIBHBIX JTAHHBIX OYyJIE€T SBIATHCS BBITOJAOMPUOOPETATENEM UITH TTOPYIHUTEIIEM;



6) 00paboTKa MEePCOHAIBHBIX JAHHBIX HEOOXOMUMA JJIsl 3AIIUTHI KU3HH, 370POBBS
WIA WHBIX >KH3HCHHO BaXXHBIX HMHTEPECOB CYyOBEKTa MEPCOHANBHBIX TaHHBIX, €CIH
MOJTyYEHHUE COTJIACHs CyOhEKTa MEPCOHATBLHBIX JAHHBIX HEBO3MOKHO;

7) oOpaboTka TEepPCOHANBHBIX JAHHBIX HEOOXOAWMA JIs OCYIIECTBICHHS IpaB U
3aKOHHBIX WHTEPECOB OIepaTopa WU TPEThUX JHI] JINOO IS JOCTHKEHHUS OOIIECTBEHHO
3HAaYUMBIX IIeJIH MpH YCIOBHM, YTO TPU ITOM HE HAPYMIAIOTCA TpaBa U CBOOOMIBI
CyOBEKTa MePCOHATBHBIX JTaHHBIX;

11) ocymectBusiercss 00paboTka TMEPCOHAIBHBIX  JAHHBIX,  IOJICKAITUX
OMyOIMKOBAHUIO WM 00s3aTETLHOMY PACKPBITUIO B COOTBETCTBUHM C (eaepabHbIM
3aKOHOM.

Kak 3aiuTuTh CBOM NEPCOHAJIbHBIE TaHHbIE?

B abconoTHOM OONBIIMHCTBE CIIy4yaeB Mbl CaMHU YKa3blBA€M CBOM NEPCOHAJIbHBIC
JaHHbIE TIPU PETUCTpAllMM Ha calTaX, O(OPMJIICHUHM 3aKa30B B HHTEpHET-MarasuHax,
3allOJIHEHUU TPOQMIsl B COLMAIBHBIX CETAX WM JIaXKe MPH COCTABJIECHUU MOMCKOBOTO
3amnpoca.

OOpaTtuTe BHUMaHUE, IPOAOJIKAs PETUCTPALIUIO HA JTI0OOM CalTe, Bbl COTIIAIACTECh
C IIOJIb30BAaTEIbCKAM COIJIAIIEHUEM, CTaBsl «TAJIOYKY» IIPpU 3alOJHEHHH €ro IOJIEH.
OOBIYHO ATOrO0 JOCTATOYHO, YTOOBI pa3pelIUTh BIAAENIbLAM CcaiiTa MCIONb30BATh
BBEJICHHBIE BAMH JIAHHBIE MPU PabOTE C €ro CEpBUCAMMU.

Takum o0pa3om, NOJIb3YySICh CAUTOM WM YCIyTrOM, BBl COTJIallIaeTeCh HA MEpeaady u
XpaHEHHE BalllMX JAHHBIX, OyJb TO JaTa POXKIEHUSA, HOMEp MOOMIIBHOTO TesnedoHa,
nepenucka u Jo0ble Apyrue JaHHbIe JMYHOTIO Xapakrepa. BzameH ux o0s3yroTcst XpaHUTh
B KOH()UEHIMAIFHOCTH U HA B KOEM Cllydyae He pasriamarh TpeTbuM jaunam. OJHaKo Ha
JieJie 3TO He BCerja Tak — JaJIeKO HE BCErJa CTOPOHA, OTBETCTBEHHAS 3a XpaHEHHUE BallUX
NEPCOHANBHBIX JAHHBIX, T0OPOCOBECTHO BBIMOJHAET CBOM 00si3aHHOCTH. Kpome Toro,
HUKTO HE 3alllMIIEH OT B3jI0Ma 0a3 JaHHBIX, COAEPKAIIUX MEPCOHATBHYIO UH(OpMAIIHIO,
WM TIPOCTHIX OMIMOOK U YeJIOBeUYeCKON onpomMeTuyuBOCTH. Hampumep, peructpupysch uin
aBTOPU3YSICh HA CAlTE Yepe3 COLMAIBHYIO CETh, Bbl pa3pellacTe CaTy NOJy4YHTh Ballld
JIMYHbIE J1aHHBIE, U TOYHO HEU3BECTHO, KaK OH OyJIeT MMHU MOJb30BaThCSA. TOYHO Tak e
ar000W Balll 3BOHOK B MarasuH WJIM CaJlOH aBTOMAaTHMYECKH BHOCHUT Balll HOMEp B 0azy
I10JIb30BATENIEN ITOW KOMITAHUH.

CienoBaHue HECKOJbKHMM IPOCTHIM COBETaM BO MHOIOM COKPATHT YIPO3y
HE3aKOHHOI'0 HCIOJIb30BAHMS BAIIUX NEPCOHATBbHBIX JAHHbBIX:

OrpannubTe 00BEM HHpOpManuu o cebe, Haxonsmelcs B WMutepHere. Yaanute
mumHue pororpaduu, BUACO, aapeca, Homepa TeiaedOHOB, AaTy POXKIACHHS, CBEJICHUS O
POJIHBIX U ONM3KHUX U MHYIO JINYHYIO UH(OPMAIHIO.

He otnpasnsgiite Buzneo u ¢potorpaguu JroasiM, ¢ KOTOPHIMUA Bbl TO3HAKOMUIIUCH B
HNuTepHeTe U He 3HaeTe UX B pEajJIbHOU )KU3HU.

OtnpaBisisi KOMy-JIMOO CBOM TEPCOHANIbHBIE JaHHbIE WM KOH(PHUACHIHMAIBHYIO
uHpopmanuio, yoenurech B TOM, UTO aipecaT — IeUCTBUTENIBHO TOT, 32 KOTO ce0s BbIJAET.

[Ipu HeoOxoaumocTHU pa3MmenieHus 00bsiBiIeHUs B HMHTepHETe BOCHOJIb3YWTECH
BPEMEHHOM CUM-KApPTOW W BBIAYMAHHBIM HMEHEM. MOXKHO Takke BOCIIOIb30BATHCS
yciyroit «BTopoit HoMep», KOTOPYIO TIPEIOCTABIISIOT HEKOTOPHIE OMepaTOPhl MOOMIBHON



CBSI3HU. JTa yclyra Mo3BOJSET NOAKIIOUUTh B «JIMUHOM KaOMHETE» BTOPOH HOMEP TOJIBKO
Ha rpueM 3BOHKOB 1 CMC. 3BOHUTH C HETO HE MOIYYUTCH.

Hcnonb3yiiTe TOJNBKO CIOXKHBIE MApOJIU, pa3HbIe I Pa3HBIX YUYETHBIX 3amuced u
cepBucoB. l[lonb3oBaTenu, KOTOpbIE HCIOJNB3YIOT OJAMH M TOT K€ Mapoiib s BCEX
CEPBUCOB, ITPU KOMITPOMETAIIMH XOTs Obl OJJHOTO U3 CEPBUCOB MOTYT MOTEPATH AOCTYIN KO
BCEM CBOMM YY€THbIM 3amucsM. [[OBTOpHOE HCIOJIb30BaHUE MapoJiei KaTeropuyecKu
3anperieHo.

PerynsipHo MeHsANTE apoy, )KEJIAaTEIbHO HE PEXE pa3a B MECHLL.

[To BO3MOXHOCTH HCIOJB3YHTE ABYX(MAKTOPHYIO aBTOPHU3AIMIO — 3TO METOJ
UJEHTU(UKALIMKY 0Jb30BATENS B KAaKOM-IH00 cepBuUce (Kak MpaBuiio, B MIHTepHeTe) npu
MOMOIIH 3allpoca ayTeHTU(PUKAITMOHHBIX TaHHBIX JBYX Pa3HbIX THIIOB, YTO 00ECTIEYNBACT
JIBYXCJIOWHYIO, a  3HauuT, Oonee  H(PPEeKTUBHYIO  3alIUTy  aKKayHTa  OT
HECAaHKIIMOHUPOBAHHOTO MPOHMKHOBEHUs. Ha mnpakThke 3TO OOBIYHO BBIIVISIIUT TaK:
NepBbIi pyOeX — ATO JOTMH U Mapojib, BTOPOM — CHEIUAJIbHBIN KOJ, MPUXOIAIINHA 1O
CMC unu 31eKTPOHHOM TTOYTE.

3aBenure cebe aBa ajapeca 3JIEKTPOHHON MOYTHl — YacTHBIM, AJI1 TNEPEHUCKU
(mpuBaTHBIA 1 MaJOU3BECTHBIN, KOTOPBIA Bbl HUKOTAA HE MyOJMKYeTE B OOILEOCTYIHbBIX
UCTOYHUKAX) U MYyOJWYHBIA — IS OTKPBITOM NeATeabHOCTH ((POpyMOB, YaTOB M TakK
nanee).

Yrto menarb, ecJiM Bbl CTAIHU KEPTBOIl HaApylIeHUs] B 00J1aCTH MEPCOHATbHBIX
JTAHHBIX?

B mepByto ouepeab BaM HEOOXOJUMO OOpPATUTHCS B YHOJHOMOYEHHBIM OpPraH B
chepe NEepCOHANBHBIX NAaHHBIX — POCKOMHAa30p, a TOYHEE, €ro TEePPUTOPUAIBHOE
VYmpasieHue.

B nensix OOBEKTHBHOTO W TMOJHOTO PACCMOTPEHHUS BaM HEOOXOJUMO YKa3aTh
CICAYIOITYI0 HH(pOpMAITHIO:

1) mepedyeHb MEPCOHANBHBIX TAHHBIX, HEMPABOMEPHO 00pabaThIBAEMbIX HA CaliTax B
cetu MHTEpHET;

2) cBeleHHsS O JOKYMEHTE, YAOCTOBEPSIOIIEM Ballly JIMYHOCTh (KOMUHU CTPAHHIL
macropra), I TOATBEPXKACHHS  MPUHAUICKHOCTA  TMEPCOHATBHBIX  JIAHHBIX,
HEMPaBOMEPHO pa3MEIICHHBIX Ha caiTax B ceTu VHTepHeT, K BaM Kak K CyOBEKTy
MIEPCOHANIBHBIX JTAHHBIX;

3) TouyHbIE U JNOCTYNHBIE aJpeca CTPaHUI] calToB (yKa3zaTeau CTpPaHUI] CaWTOB B
cetu Murepuer — URL), comepxkaiiue He3akoHHO oOpabaTbiBaemble (pa3MEIEHHBIE)
MEPCOHAJIbHBIE JIaHHBIE, MO3BOJSIOIIME OCYUIECTBUTh NPOCMOTP JaHHBIX CTpPAHUIL
VYrpaBiaeHueMm, a TakkKe CHUMKUA JKpaHa C JaHHBIMH CTPaHULAMHU, COJAepXkalire B cede
noiHel agpec crpanuibl cadita (URL) u gatel myOnuMkanuy TMOCTOB/COOOIICHUH,
COJIEpIKaIllUX HE3aKOHHO oOpabaTkiBaeMmbie (pa3MelIEHHbIE) MEPCOHANIbHBIC JaHHbIE Ha
TEKyIIMA MOMEHT BpPEMEHHM (JlaTa) W JAPYTHUe CBEICHHs, MOATBEPKAAIOIINE HAPYLICHUS
TpeOOBaHUI1 3aKOHOIATEIBCTBA B 00JIACTH NIEPCOHANIBHBIX JaHHBIX (BUI€03AIUCh KpaHa C
JIEUCTBUSAMH, TTO3BOJISIOMNUMHU 3a()UKCUPOBATH HAPYIICHUS U T.I1.);

4) cBeleHHS, YIOJIHOMOYHMBAIOIINE BAC MPEICTABIISATH WHTEPECH (DU3MUECKUX JIHIL
(komuu AOBEPEHHOCTEN), MEPCOHATBHBIE JIAHHBIE KOTOPBIX pa3MEIeHbl Ha caiTax (B
Clly4yae HapylIeHHUs X MPaB Kak CyOBbEKTOB EPCOHAIBHBIX TaHHBIX ).



JIONOJIHUTEIBbHO cJIeyeT NPeACTABUTD (IIPH HAJIUYHH):

- CBEJIeHUs, MOATBEPKIaoNmue (akT HAMpaBJICHUS BaMU B aJpec aJMUHHUCTPALUU
caiita (manee — oneparop) TpeboBaHUsl 00 YHUUYTOKEHUH BaIIMX MEPCOHATBHBIX JaHHBIX C
yKa3aHHEM Ha UX HE3aKOHHOE TojyuyeHue (0e3 corjacus) onepatopoM WM ¢ yKazaHUEM
TOTO, YTO OHHM HE SBISMIOTCS HEOOXOMWMBIMU JUIsI 3asBIICHHOW 1€ 0O0pabOTKH
(npencraBisieTcs MpU BO3MOKHOCTH HAIIPABJICHUS YKA3aHHOTO TPEOOBaHMUS);

- OTBET Omeparopa Ha Baile TpeboBaHMe 00 YHUUYTOKCHHH BallluX MEPCOHAIBHBIX
JAHHBIX (MPU HAJIUYHUN).

Oopawaem éHuManHue Ha Mo, YMO 6ce UMEIOUWUECA CEEOCHUS 00J1HCHbL OblMb
npeocmasnensl 6 aopec Ynpaeienusa eOunoepemenno!

B cnydae ecnu mo pesynbpTaTaMm IMpOBEpKH YrpaBiieHHE POockoOMHaI30pa BBISBHIO
HapylleHue, BbIIACTCS Mpeucanue o0 ero yCTpaHeHHH.

Ecomu VYnopaBnenune PockomHan3opa HE YBUAEIO HAPYUIEHUS, Bbl MOXKETE
00paTUTHCS B IGHTPAJIbHBIN ammapaT IaHHOTO BEJIOMCTBA.

[TomuMo 3TOrO, BCE CYOBEKTHI MEPCOHANBHBIX JAHHBIX MMEIOT MPaBO Ha 3alIUTY
CBOMX IpaB M 3aKOHHBIX MHTEPECOB, B TOM YHCJIE HAa BO3MEIICHUE YOBITKOB U (WJIH)
KOMITEHCAILIMIO MOPAJIbHOTO BpeAa B CyJ€OHOM MOPSIAKE.

OTBETCTBEHHOCTh 3a HAPYIICHHWE 3aKOHOJATEHCTBA O MEPCOHATBHBIX JAHHBIX
npeaycmaTpuBaercss B cooTBerctBUU co cT. 13.11 Koxmekca o0 aaMUHUCTpPaTUBHBIX
npaBoHapymeHusx PO.



Kak neiicTBylOT MOLIIEHHUKH

MOIIEHHUKN OYEHb XOPOILIO 3HAKT IICUXOJIOTHIO JIFOAEH U YMEJO UCIIOIB3YIOT BCIO
JIOCTYNHYI0 HMH(OPMALINIO, BKJIIOYAs Ty, KOTOPYIO >XKE€PTBa MOUICHHMYECTBA HEBOJIbHO
BBIAAET Npu oOleHnU. B opranuzanuu Tene@oHHbIX MaxWHAIUMN Y4aCTBYIOT HECKOJIBKO
MpeCTYNHUKOB. OYeHb YaCTO B TaKU€ TPYMIbI BXOJAT 3J0YMBIILJIEHHUKH, OTOBIBAIOIINE
CPOK B HCIIPABUTEIBHO-TPYAOBBIX YUPEKIACHUSAX.

MonmeHHUKH HCIMOJIB3YHOT CJIEAYIOIIUE MOTUBLI:

. OCCIOKOMCTBO 3a OJIM3KMX U 3HAKOMBIX;

= 0eCcrnoKOMCTBO 3a cBOM Tene(OHHBIM HOMEp, CUET B OaHKE UM OAHKOBCKYIO KapTy;

. JKEJIaHWEe BBIUTPATh KPYIHBIN TIPU3;

. JH00OMBITCTBO — JKEJIAHUE TIOJYUYUTh TOCTYI K KaKOK-1100 uH(popMaIny;

. KEJIaHWe TMOMOYb OOJBHBIM JETSAM WM JIOJSM, MOCTPAAaBIIUM OT CTHXUHHBIX
OeCTBUIA.

COHI/IaJII)HBIC CCTH ABIAKOTCA KJIAaAC3€M I/IH(l)OpMaIII/II/I JJIs1 MOIICHHUKOB. PaSMCIIIEUI
JaHHBIC O cebe Ha CBOMX CTpaHN4Kax, Mbl HC 3aJlyMbIBACMCA O TOM, KTO MOKCT 3THUM



BOCITOJIB30BaThCA. MeXay TeM UMEHHO Onarojaps HaM CaMHM MOIIICHHHKaM OOBIYHO HE
COCTaBJIICT TPyJa y3HATh HH(POPMAIINIO O POACTBEHHHKAX, KOHTAKTaX, YBICUCHUAX CBOCH
MOTCHIIMAJIBHOW XEPTBbl M MPU BHIMAHMBAHWM JICHET BHYIIUTH JOBEpPHUE 3HAHUEM €€
JIMYHOM KU3HU.

3.2. Buabl HHTepHeT-MOLIeHHUYecTBa. Kak 3amuTuTh cedsi?

Hanbonee pacnpocTpaHeHHBIMM BHJAaMH MOIICHHHYECTBA Ha JaHHBIH MOMEHT
SIBIISIFOTCSI:

TenedpoHHOE MOLLIECHHUYECTBO

CymiecTByrOT Hanbosee pacipoCcTpaHEHHBIE CXEMBI TEIC(HOHHOTO MOIIICHHUYECTBA.
BapuaHToB TOTO, KaKk NpenCTaBsIT BaM WX MOIICHHHWKH, OYE€Hb MHOTO, HO CYTh HE
MEHSIETCSI.

Ooman mo Ttesedony. C Bac MOryT mNOTpeOOBaTh BBHIKYN WM B3STKY 3a
0CcBOOOXKIEHHE AKOOBI U3 oTAesneHus nommmuu uinu ¢ mecra JITII Baiero pojacTBeHHUKA.
Uto nmenath: B 3TOM CiIy4yae IVIaBHOE HE MMAHUKOBAaTh, IO3BOHUTH CAMOMY POJICTBEHHHUKY,
€CJIM HE OTBEYAET, TO MOMbITATHCSI HAWTHU €ro Yepe3 APy3ei U 3HAKOMBIX.

CMC-npocbb6a o nmomomu. TpeGoBaHue mepeBecTH OMNPENCIEHHYI0 CyMMYy Ha
YKa3aHHBIA HOMEP C HCMOJb30BAaHUEM OOpaIeHUs «Mamay, «IpYyr», «CBIHOK» U T.I. YTo
JenaTh. HE CIEIIUTE TEPEeBOAUTH JCHBIM, YOEAUTECh, UYTO B HUX JIEUCTBUTEIHLHO
HY>KJIa€eTCs Balll POACTBEHHUK WJIM 3HAKOMBIH.

Tenedonubiii HoMep-rpaduTeab. [lnaTHeII HOMEP, 32 3BOHOK HAa KOTOPBIA CO
cu€Ta CIUCBHIBAETCS JIEHEKHasg cymma. UTo JenaTh: HE NEpe3BaHMBANTE Ha HE3HAKOMBbIE
unu nipeaioxkennsie B CMC-cooO1eHusix HoMmepa tefie(oHOoB.

Beurpeimn B JiOTepee, KOTOPYK $KOObI NPOBOAUT PAAUOCTAHIUA WJIH
omeparop cBsi3u. Bac MOryT MmomnpocuTh OIJIATUTH MOUUIMHY, HAJIOT WU T.I., IEPEBECTH
CyMMY Ha ONpeACNEHHBIN cuéT, COOOITUTh MpHUINSAINA Ha TeaedoH Kod. UTo aenaTh: He
CHENINTE TMEepPEeBOAUTh JEHBI'M WM COOOIaTh Kakue-IuOo MaHHble TO TenedoHy.
[To3BoHute 1O OdUIMATLHEIM HOMepaM (yKa3aHHBIM B CIIPAaBOYHHMKAX, Ha CcalTax)
KOMIIAaHUM — OpraHu3aropa JIOTepeu WM KOHKypca, yOeauTech B TOM, YTO Bac HE
0OMaHBIBAIOT.

IITpagHble cCAaHKIMU M Yrpo3a OTKJ/IOYEHUS] HOMepa SKOObI 3a HapylIeHHE
JIOTOBOpA C ONEpaTopoM Balieit MOOMIbHOUM CBsi3U. UTO JeiaTh: MO3BOHUTE CaMU CBOEMY
orneparopy no opUIHATLHOMY HOMEPY, YTOUHUTE HH(DOPMAIHIO.

Omubounblii mepeBoa cpeacTB. Bac mompocar mnepeBecTd SKOObI OLIMOOYHO
nepeBeIEHHbIE CpPEJCTBA, a 3aTeéM JIONOJHUTEIbHO CHUMYT J€HbId. YTO Jenarh:
WUTHOPUPYHTE TIOJO0HBIE COOOIICHUS W (€CITH ATO Tele(POHHBIN Pa3roBOp) MOCOBETYUTE
JUTSI BO3BpaTa OIMMOOYHO MEePEeBENEHHON CyMMBI 00PAaTUTHCS K ONEPATOPY CBSI3H.

MoueHHN4eCTBO ¢ 0AaHKOBCKHMHU KapTaMu

Hawu6oJ1ee nonmyasipabie cnnoco0bl MOIIEHHMYECTBA ¢ 0AHKOBCKUMH KAPTAMU:

CMC-coobiuienre o0 OJIOKMPOBKE OaHKOBCKOW KapThl, O HECAaHKIIMOHWPOBAHHOM
JIBWKEHUU JECHEXKHBIX cpeacTtB, cMeHe [IMH-kona, okoHYaHuM Cpoka AEWCTBUS KAPThl U
T.J. C Tp€OOBaHHEM MEPEUTH IO CCHUIKE WU NIEPE3BOHUTH 10 YKa3aHHOMY Tee(dOoHy.

TenepoHHbli 3BOHOK «pabOTHUKA OaHKa», MOTEHIMAIBHOTIO «IOKYHATEs» C
NpEeasioKeHUEeM MPOWTH K OskaiiiemMy OaHKOMAary M COBEPILIMTh MaHUNYJSALHUHU C
0aHKOBCKOM KapTO# BO M30eKaHNE KAaKUX-THMOO0 MOCIICICTBUN, BHECCHHS aBaHCA U T.II.



JIIi  COXPAaHHOCTH BAalIMX CPeACTB CO0JIIOAaliTe OCHOBHBbIE MpaBHJIA
0e301macHOCTH:

Huxomy He coobOmaiite cBoit IIMH-kox, naxe paborHukam Oanka. He BBoguTe
[MNH-xox mpu pabote B cetn UHTEpHET, OH MOKET NOTPeOOBATHCS TOJIBKO MOIICHHHUKAM.

CMC-coo0mieHuss 1O TPOBOAMMBIM  OmepanusiM 1o OaHKOBCKHM  KapTam
pacchuIaloTCsl ¢ OmpeAea€HHbIX KOpoTkux HoMepoB (Coepbank — 900). Jlns cBsa3u ¢
0aHKOM HEOOXOAMMO HCIIOJIb30BaTh oO(duunanbHbie HOMepa KOHTakTHOro IeHTpa,
yKazaHHble Ha OaHkoBckoil kapre. Ecim B CMC-coobmieHuun o OIOKUPOBKE KapThl,
JBUKEHUU JICHEKHBIX CPEICTB yKa3aH JpYrol HOMEpP, MO KOTOPOMY IMpEJIaraeTcs
MO3BOHUTH, TO 3TO MOIIEHHUKH.

B cinydae BO3HUKHOBEHHs NpoOieM y OaHKoMara, HE MPUHUMANWTE TOMOIIb
MOCTOPOHHUX, MO03BOHUTE B KOHTakTHBIM LEeHTp OaHKa MO TelepoHy, yKa3aHHOMY Ha
OaHKOMaTe.

Ecnu x Bam oOparunuce no tenedony, B MIHTepHeTe, yepe3 cOLMaIbHbIE CETH WU
JIPYTUMU CIIOCOOAMU U TI0J] PA3IMYHBIMU MPEAJIOTaMH MBITAIOTCS Y3HAThH JaHHBIE O Balllen
0aHKOBCKOM KapTe (HOMEp KapThl, TPEX3HAYHBINA KOJ] HA OOOPOTHOM CTOPOHE KapThl), KO/,
NpUIIEAIINNA Ha Ball MOOWIBHBIM TeleoH, Mapoiau WIM JPYryl0 MEPCOHAIBHYIO
uH(popmanuio, 0y1bT€ OCTOPOKHBI, 3TO MOILIEHHUKH.

[Ipu tenepoHHOM OOLIEHMM HE COBEpIIAiTE HUKAKUX ACHCTBUN y OaHKOMara Io
MHCTPYKIUU «paOOTHUKOB OaHKa», €CIU TOJBKO JTaHHBIA 3BOHOK HE ObLI MHUIIMHPOBAH
JUYHO BAMH.

He nepexoaute no cceiiikam B CMC-coo01IeHusX.

[Ipu mnonyuenun CMC-cooOmIeHH O CHSITHH JEHEXHBIX CpPEICTB C Balel
0aHKOBCKOM KapThl HEMEIJICHHO oOpaliaitech B 0aHK, OJTIOKUPYHUTE KapTy.

MouneHHHY€eCTBO B COUAIBbHBIX CETAX

MOILIICHHUKN AaKTUBHO TOJB3YKOTCS COLMAJIBHBIMU CETSIMA W Pa3JIMYHBIMU
cepBucamMu OOILIEHMs], HATpUMeEp, cCalTaMi 3HAKOMCTB.

HonyasipHbIe C1IOCOOBI MOILICHHUYECTBA:

PacnpocTpaHeHHe CcCbLIOK HA BPEIOHOCHOE TMPOrpaMMHOe o0ecleyeHmue,
nopHorpaguyecKue caiTbl, MOLICHHUYECKHE PecypPChbl M npuiioxkenus. [lonb3oBarenn
COLIMAJIbHBIX CETEeH YacTO CTAIKHUBAIOTCS CO CIaMOM, KOTOPBIA MNPUXOJUT K HHUM B
«JIMYHBIE COOOIICHHS» OT HMEHHU «ApYy3ei» WIM HE3HAKOMBIX IOJb3oBaTeNeil. ITo
O3HAauYaeT, YTO AaKKayHTbl 3TUX JroAe B3nomaHbl. Kax npasuno, cculiku 6 makux
COOOWEHUAX CONPOBONCOAIOMCS 3A6NIeKAIOWUM MEKCMOoM, Hanpumep: «Buodena meou
gomo, 1 maxoeo He odcudana, nocmompu cam!..», «B smou 6aze OamHbIX ecmb 8¢
ungopmayus Ha 1106020 uyenogexka» u m.n. UTo nenaTh. Huxkozoa He nepexooume no
NnO003PUMENbHBIM CCHLIKAM. [ 00Ccmyna 6 cOyuanbHylo cems UCnob3yime YHUKANbHbIL
napoab: OH O0adNCeH Oblmb OJIUHHBLIM, COCMOAMb U3 Yudp u aamuHckux Oyke. Jlyuwe
UCNOIbL306aMb pa3zHble NApoau OJisl PA3HLIX COYUATbHBIX cemell U Opyeux WHTEPHET-
cepBUcoB. He noodasaiimecv na

NPU3LIE KO2O-MO U3 «AOMUHUCIPAYUU CAUMA» COOOWUMb 8aUL JI02UH U NAPOJIb NOO
KaxKum-1ubo npeonocom. Peeynsipno MEHSNUTE TIapoJib OT COIMATIBLHOM CeTH (XOTs OBl pa3 B
MECsIl); OCTeperanTech MOIIEHHUYECKUX CAUTOB € MOX0XUMU MO HAMMCAHUIO HAa3BAaHUSIMU
(vkontahte.ru, vkOntalkte.ru u T.1.). OTH «(QUIIUHTOBBIE» CTPAHUIBI PACCUUTAHBI HA



HEBHUMATEJIBHOCTh U HAa TO, YTO Bbl CaMM MPEJOCTABUTE MOIIEHHUKAM CBOMl JIOTUH U
apoJib.

(] 3HakoMble He3HAKOMIBbI. B CONMAIBHBIX CETAX M Ha CalWTax 3HAKOMCTB
MOIIIEHHUKHU CO3JIal0T CTPAHUIIbI, TJI€ YKa3bIBAIOTCS JIAHHBIE U pa3Meratorcs poTorpapuu
BBIMBIIUIEHHBIX JIIoAEH. C TOMONIIBIO 3THUX CTPaHUL OHU 3HAKOMSATCS C JPYTUMH
nosib3oBaressiMu  caita. Co BPEMEHEM MOIICHHUKH BXOIAT B JOBEpPHUE, NPEMJIAraroT
nepeit cobeceMHUKY Ha OoJjiee «ONM3KOe» OOIIEHHE M OCTaBJISIOT CBOM HOMEp
tenegona. CaMbiM 0€300HIHBIM TOCIEICTBUEM TAKOTO OOIIEHUS OyAeT TO, YTO HOMEpP
OKa)KeTCsI IUIATHBIM U C BAIIEro CU€Ta CIUIIYTCS ICHBIH.

] IIpocb0ObI 0 (PMHAHCOBOI MOMOILIM, 0JIATOTBOPUTEIbHbIC AKUUH. MOIICHHUKN
4acTO MCIHOJIb3YIOT TAaKWE IMOBOJIbI, MO3TOMY, MNPEXKAE YEeM IMEPEBECTH JICHBIW s
oMo, yOeaurech, YTO Bac He oOOMaHbIBalOT. OOpaTuTe BHUMaHUE HA HaJIUYUE
HECKOJIbKUX KOHTaKTOB (Tele(OHBbI, 3JIEKTPOHHAs IOYTa, CTPAHWUYKH B COLMAIBHBIX
CETSX), HaJTM4KE MOATBEPHKIAIOIINX JOKYMEHTOB.

MouieHHM4YeCTBO HAa calTax 0eCIIaTHBIX 00bSIBJICHUH

Pa3memniass oObsABIEHMS, WJIM TMOKyNas d4ro-nTMOO Ha caidTax OecIuIaTHBIX
0oOBsABIICHUN (Hampumep, «ABHUTO»), OyIbT€ BHUMATEIbHbI W OCTOPOKHBI, TaK Kak
MOIIEHHUKN OYEHb YacTO MCMOJB3YIOT UMX a1 oOmana. IIpomaBast 4To-TO, BBI JKEjaeTe
MOJIYYUTh MPUOBLIb, HO, CTOJIKHYBIIWCH C MOIIICHHUKAMH, MOXETE MOTEePATh BCE CBOU
cOepeKeHUSI.

Kak Bac moryr o00MaHyThb:

Onaara wiam mnpeaomaara 3a Bam ToBap. OyeHb YacTO 3aWHTEPECOBAHHBIC
MOKyNaTeJd MpeAsiaraloT MPOU3BECTH OIUIaTy (€ciau cymMMa HEe3HAuyuTeabHas) WU
MpeAoIIaTy 3a Ball TOBAap, HO CAENATh 3TO MOTYT MO KaKMUM-JIMOO MPUYMHAM TOJIBKO Ha
OaHKOBCKYIO KapTy (HaxXoJsATcs B APYroM Tropojie, HET HAJWYHBIX JEHEr, JNEeHbIM Ha
pPacu€THOM CYETYy U T.M.), HO MPU TOM TPEOYIOT COOOIIHUTH HE TOJIBKO HOMEP KapThl U
®UO (6ombliie 11t IEPEBOJIa HUUETO HE TpeOyeTcsi), Ho u Apyrue aaHHbie. [loMHuTe, 9TO
€CJIM Bac MPOCAT COOOIUTH MPUIIEAIHNN Ha TenedoH Koa, MPOUTH K OaHKOMATy u
COBEPIIIUTHh KaKWe-TO JIEHCTBUsSI, BCTABUB Ballly KapTy (Y4TOOBI, HAIpUMEp, MOATBEPIUTH
MPOXOXKJICHHUE TIUIaTeXa), COOOIIUTh CPOK JNEUCTBUS KapThl U TPEX3HAYHBIA KOJ Ha
000pOTHOM CTOpPOHE, TO OTO MoOIIeHHUKU. [Ipekpamiaiite KOHTAaKThl C TaKUMHU
«TOKYTIATEISIMU» |, €CJIM YCIEIN COOOIUTh KaKhe-TO JaHHbIe, HEMEIJICHHO OJIOKUPYNUTE
0aHKOBCKYIO KapTy, TO3BOHUB I10 YKa3aHHOMY Ha HeW HOMepy TenedoHa.

IIpenonnara 3a nmokymaemblii ToBap. [lokymas 4to-mub0, OyIbTE OCTOPOXKHBI,
€CIM Bac MpOCAT MPOM3BECTU Mpeaoriaty. BroiaHe BO3MOXHO, 4YTO TMOJY4YUB €€,
«MpoAaBel MepecTaHeT OTBEYATh Ha BAllld 3BOHKHU.

CMC-coobuenns co cebliikoi. Ha HoMep, KOTOpBIi BbI yKa3zainu Mpu MyOIuKaluu
OOBSIBJICHUS O TMPOJaXe WIM >KEJaHUM 4YTO-TMO0 KyNuTh, MOXeT mpuiditu CMC-
COOOIIIEHHE C MPEIJIOKEHHEM ToBapa, OOMEHAa W CChUIKOM Ha 3TOT ToBap. Eciu B
nepenéTe Mo CChUIKe, TO 3arpy3uTe Ha CBOW Tesne(OoH BPEIOHOCHOE MPOrpaMMHOE
oOecrieueHre, KOTOPOE MO3BOJHUT MOIIEHHUKAM TIOJMYYUTh TOCTYI K BalluM OaHKOBCKUM
KapTaM.

ByabTe 0CTOpPOKHBI, €CJIM BaM MPeJIarawT:



. Ha3BaTb HOMEp OAHKOBCKOW KapThl, TPEX3HAYHBIM KOJ Ha OOOPOTHOM CTOpPOHE
kaptel, [IMH-kox;

. MIPOU3BECTU MAHUITYJISIIIMKU ¢ 0AHKOBCKOM KapTol y OaHKoMaTa;

. COOOUIUTH MPUILEIINI Ha TeTedOH KO,

. NEepPEeBECTU CYyMMY JICHET (aBaHC, 3aJ10T, MOIUIMHA, HAJIOT, OUTMOOYHO MepeBeIEHHbIN
TJIaTeX U T.1);

u nepeiit no cceuike B MaTepuere, B CMC- nuinun MMC-cooOuiennu Ha cmapTdoHe;

- MO3BOHUTH 10 YkazaHHOMY B CMC-coobmiennn HoMepy TeedoHa;

. OTTPABHUTH BaIll HOMEp TenedoHa;

. otnpaButh CMC-coo01ienre Ha KOPOTKHI HOMED;

. Ha3BaTh MAPOJIU OT BAlIUX JIMYHBIX CTPAHUYEK B COLIMAIBHBIX CETAX.

1. CoBeTbl 10 6e30NaCHOCTH PadoTe B 001IeT0CTYHBIX ceTsix Wi-fi:

. He mepenaBaiite cBOIO JIMYHYIO WHpOpMaInio depe3 obrienoctynHbie Wi-Fi
cetu. PaGortas B HHX, >XKelaTeJIbHO HE BBOJWUTH MAPOJU JIOCTYIA, JIOTUHBI U KaKHE-TO
HOMEDA;

= Hcnonb3yiiTe 1 OOHOBIISIIITE aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. Tem
caMbIM Brl 006e3omacute cedst OT 3aKauky BUpyCa Ha YCTPOMCTBO;

. [Tpu ucnonw3oBanun Wi-Fi otkimounte dpynkiuo «OO0muii 1octyn K daiaam

u npuHTepam». JlaHHas GyHKIOUS 3aKpbhiTa 10 YMOJYaHUIO, OJHAKO HEKOTOpPbHIC
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe Win yueoe;

. He wucnons3yiite nyOonuunsii WI-FI nis mepemayum JWYHBIX  JTaHHBIX,
HanpuMep JJIs1 BBIXO/Ia B COLIMATIbHBIE CETU WU B AJIEKTPOHHYIO MOYTY;

. Ucnonp3yiite Tonbko 3anuuieHHoe coequuenne yepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

= B mo6umsHOM Tenedone oTkmouute ¢yHknutoo «lloakmouenne k Wi-Fi
aBTOMaTthueckn». He mormyckante aBTOMAaTUYECKOTO MOAKIIFOYEHHS] YCTPOMCTBA K CETAM
Wi-Fi 6e3 Barmero cornacusi.



2. OcHogHble cogembl no 0€30NACHOCHU 8 couudilbHolXx cemsx.

. OrpanuubTe CMCOK apy3eil. Y Bac B Apy3bsiX HE JOJKHO ObITh CIIyYallHBIX U
HE3HAKOMBIX JIIOJ/ICH;
. 3amuiaiTe CBOI YacTHYIO KW3Hb. He ykaspiBaiiTe maposu, TenegoHBbl,

azpeca, JaTy TBOETO POXKICHUS M IPYTyI0 JINYHYIO MH(QOPMaUUIo. 3710yMBINUICHHUKA
MOTYT MCIOJIb30BaTh Jaxke uHMOpMaIMio 0 ToM, Kak Bbel 1 Bamm poaurenu niaHnupyere
IIPOBECTH JIOCYT;

. Ecnun Bel roBopuTe € OABMH, KOTOPBIX HE 3HAETE, HE HCIIOJB3YWTE CBOE
pealibHOE UMS U JIPYTYIO JINYHYIO HHGOPMAIIMU: UMS, MECTO JKUTEIbCTBA, MECTO Y4eObl U
npoyee;

. N3beraiite pazmenienust ¢potorpaduii B aTepHeTe, Tie Bbl n300pakeHbl Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIpeIenTh Baiie Mmectononoxxenue;

- [Ipu peructpanyu B COIHAIBHON CETH HEOOXOAMMO HCTIOIB30BATh CIIOXKHBIC
NapoJx, COCTOSIIIME U3 OYKB U LIM(P U C KOJUUECTBOM 3HAKOB HE MEHee §;

. JUi colMalibHOM CeTH, MOUTHl U JPYTHX CAaUTOB HEOOXOAMMO HCHOJIb30BaTh

pazHbie maposn. Torga ecnu Bac B3momMaroT, TO 3JIOYMBIIUIEHHUKH MOJYy4YaT JOCTYII
TOJIBKO K OJIHOMY MECTY, a HE BO BCE Cpasy.
3. Ocnosnvle cosemul no 6e30nacHoil padbome ¢ 1eKMPOHHBIMU OCHbZAMU:

. [IpuBsbkuTe K cueTy MOOMIBHBIN TeePoH. ITO caMblil YIOOHBIN U OBICTPHIN
CHoco0 BOCCTAaHOBUTH JIOCTYI K cuetry. [IpuBsi3aHHBIN TenepoH MOMOXKET, eciii 3a0yaeTe
CBOM IUIATEKHBIA MapOJib WM 3aiAETE HA CAaUT C HE3HAKOMOTO YCTPOMCTBA;

. Ucnonw3yii opHopa3zoBeie maponu. llocne mnepexoma Ha  YyCUIEHHYIO
apropuzanuio Bam yxke He OyaeT yrpoxkaTb ONACHOCTb Kpa)XXu WJIM IepexBaTa
MJIaTEKHOTO MAPOJIs;

. BoiGepute cioxHblii maponb. lIpectymHukam OyneTr He MpocTo yrajaath
CIOXHBIN maponb. HaznexxHele mapoian — 3TO Maposid, KOTOPbIE COAEpKaT HE MeHee &
3HAKOB M BKJIIOYAIOT B CE€0S CTPOYHBIC U TMPOMUCHBIE OYKBBI, HMUPPHI U HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, yHTa, BOCKIUIATEIbHBIM 3HAK W T.1. Hampumep,

StRONg!;;
. He BBOAMTE CBOM JTMYHBIEC TaHHBIE HA caillTaX, KOTOPBIM HE JOBEPSIETE.
4. Ocnosnvie cosemul no 6e3onacHoil pabome ¢ I1EKMPOHHOU NOYMOIL:
o Hano BeIOpaTh npaBUIIbHEIN TOYTOBLIN cepBUC. B MHTEpHETE €CTh OTPOMHBIHN

BbIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OHAKO JYYIlIEe JOBEPATh TEM, KOTO 3HAETE U KTO
IIEPBBIN B PEUTUHTE;

= He ykaspiBaiiTe B IM4HOM mouTte JUUHYIO MHpopmaruio. Hanpumep, mydiie
BBIOPATH «MY3bIKaJIbHBIN _(paHaT@» nim «pok2013» BmecTo «remal3y;

= Hcnonp3yiiTe ABYX3TamHyK0 AaBTOPU3ALMIO. OJTO KOrga IMOMHUMO MapoJs
HY>KHO BBOJUTH KOJI, MpUChUIaEMbIN 10 SMS;

m BriOepute crnoxxHbIi maposs. g Kaxka0ro mouYTOBOIrO SIIUKA JOJDKEH ObITh
CBOM HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY M1apOJIb;

. Ecnn  ecTtp BO3MOXKHOCTB HamucaTb CaMOMY CBOW JIMYHBIM  BOINPOC,
HCIIOJIb3YWUTE 3TY BO3MOKHOCTB;

. Hcnonp3yliTe HECKOJBKO NOYTOBBIX SAIMUKOB. IlepBbId 11 4acTHOM

MEPENUCKU C aJpecaTaMu, KOTOpbIM Bbl foBepsieTe. DTO 3JE€KTPOHHBIA aJIpec HE HaA0
MCIIOJIb30BATh IPU PETUCTPALIUU Ha (POpYyMax M caiTax;



. He otkpeiBaiiTe Qailnibl 1 Ipyrue BIOXKEHHUS B MHUCbMAax AK€ €CIIM OHH
npunu ot Bammx npy3eit. Jlydiiie yTouHUTE y HUX, OTIPABJISIN M OHU Bam 31u daiiisr;,

. [Tocne okoH4aHust pabOTHI HAa TOYTOBOM CEPBHUCE MEPE]l 3aKPhITHEM BKJIAJAKU
C caliToM He 3a0y/bTe HaXKaTh Ha « BBIATHY.

5. OcHognbie cogemul no 00pvode ¢ huwiunzom (uHmMepHEeM-NOUIEHHUYECMEA):

. Cnenure 3a cBOMM akkayHTOM. Eciu Thl mopo3peBaeiib, yTo Bama ankera
OblIa B3JIOMaHa, TO HEOOXOJIMMO 3a0JIOKHMPOBATh €€ M COOOIIUTH aIMUHUCTpaTOpam
pecypca 00 3TOM KaK MOYXKHO CKOPEE;

" Hcnons3yiiTe Ge3omacHbie BeO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB |
TTOUCKOBBIX CUCTEM;
. Hcnonw3yiliTe CcnoXHbIE M pa3Hble mapoiad. Takum oOpasom, eciau Bac

B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOJy4YaT JTOCTYI TOJIBKO K 0lHOMY Bamemy npoduiio B
CETH, a HE KO BCEM;

. Ecnu Bac B3nomanu, To HE0OX0AUMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOphIe fo0aBieHbl y Bac B qpy3bsx, o ToM, uto Bac B3nomainu 1, BO3MOXHO, OoT Bariero
MMEHHU OYJIeT pacChlIaThCs CIlaM U CChUIKM Ha (PUIIIMHTOBBIE CANTHI;

= YcranoBute HagexkHbIN apoib (PIN) Ha MOOWIBHBIN TenedoH;

. OTkirounTe COXpaHeHHue naposis B Opaysepe;

6. Ocnognvle coeemvl no 3auume uuPpoeoii penymauyuu (HecamueHas uau
no3umuenasn ungopmayus ¢ cemu o Bac):

. [Togymaiite, npexae yeM 4To-TO MyOJMKOBATh M nepefaBath y Bac B Onore
WJIM B COLIMAJILHOM CETH;

. B nacTpoiikax npoguisi ycTaHOBHTE OrpaHMYEHMs Ha MpocMoTp Bamero
npoduisi U €ro COJIEPKUMOr0, CIICNAUTE €r0 TOJBKO «JIJIsl IPY3ei»;

. He pa3smemaiite u He ykasbiBaliTe HHPOPMAIIUIO, KOTOPas MOXET KOro-iudo
OCKOPOJISITH UM OOMXKATh.

CoburonaiiTe mpaBuia:

. [ToMHUTE, 4TO B BUPTYaJIbHOM IIPOCTPAHCTBE OTBETCTBEHHOCTh HACTYMAET 110
peanbHbIM 3aKOHAM;
. VYBaX)UTENbHO U JOOPOCOBECTHO OTHOCUTECH K JPYT'MM I10JIB30BATEISAM CETH

HNuTtepher.



PenepaibHas cJIyx0a 10 HAA30pY B cepe CBA3U, HHPOPMATUOHHEIY TOXHATOTUI U
MacCcOBbIX KOMMYHuKanuii (Pockom

Yupasienne Pockomuaazopa no Bosarorpaackoi odsactu u Pecnydinke Kaambikust

[To oGpatieHusiM, OTHOCUTENIBHO ACSITEIHHOCTH MOIIIEHHHYECKX IHTepHEeT-pecypcoB,
CO3/1aHUs UCIIOJIb30BAHMS U PACIIPOCTPAHEHUS BPEAOHOCHOIO IPOTPAMMHOIO
oOecrieueHus, HEMPABOMEPHOTO JJOCTYIA K KOMITBIOTEPHON MHPOPMAILIUU, XUIIICHUSIM,
COBEPIIECHHBIM C UCIIOJIb30BaHUEM MOACIBHBIX 0AHKOBCKHUX KapT, SJIEKTPOHHBIX
MJIATEKHBIX CUCTEM U CUCTEM JIUCTAaHIIMOHHOTO 0AHKOBCKOTO OOCTYKMBaHUS



